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1 Introduction

Permutations are a core component of almost every cipher. No matter if we
consider the DES [5], AES [2] or most of the other encryption algorithms [6]
relevant nowadays, we always find permutation operators as essential building
blocks inside. In this contribution we will introduce key-dependent permutation
operators of provably excellent quality inspired by chaotic Kolmogorov flows [1,
4]. From chaotic systems theory it is known [3] that the class of Kolmogorov flows
exhibits the highest degree of instability among all dynamical systems. As will
be demonstrated in the sequel, these outstanding properties make them a per-
fect inspiration for developing a novel class of strong cryptographic permutation
operators.

2 Chaotic Kolmogorov Flows

Continuous Kolmogorov flows (see e.g. Figure 1) perform iterated stretching,
squeezing and folding upon the unit square E. It is guaranteed [1, 3] that their
application leads to perfect mixing of the elements within the state space.

Formally this process of stretching, squeezing and folding is specified as fol-
lows. Given a partition π = (p1, p2, . . . , pk) (0 < pi < 1,

∑k
i=1 pi = 1) of the unit

interval U and stretching and squeezing factors defined by qi = 1
pi

. Furthermore,
let Fi defined by F1 = 0 and Fi = Fi−1 + pi−1 denote the left border of the
vertical strip containing the point (x, y) ∈ E to transform. Then the continuous
Kolmogorov flow Tπ will move (x, y) ∈ [Fi, Fi + pi)× [0, 1) to the position

Tπ(x, y) = (qi(x− Fi),
y

qi
+ Fi). (1)

3 Discrete Kolmogorov Systems

Chaotic Kolmogorov flows perform perfect mixing of the continuous unit square
but how can we utilize them to mix a discrete data block of dimensions n×n? We
have developed the following formula. Given a list δ = (n1, n2, . . . , nk) (0 < ni <

n,
∑k

i=1 ni = n) of positive integers that adhere to the restriction that all ni ∈ δ



Fig. 1. Illustrating the chaotic and mixing dynamics associated when iterating a Kol-
mogorov system.

must partition the side length n. Furthermore let the quantities qi be defined by
qi = n

ni
and let Ni specified by N1 = 0 and Ni = Ni−1 + ni−1 denote the left

border of the vertical strip that contains the point (x, y) to transform. Then the
discrete Kolmogorov system Tn,δ will move the point (x, y) ∈ [Ni, Ni+ni)×[0, n)
to the position

Tn,δ(x, y) = (qi(x−Ni) + (y mod qi), (y div qi) + Ni). (2)

In the final paper we will prove the following theorem:

Theorem 1. Let the side-length n = pm be given as integral power of a prime
p. Then the discrete Kolmogorov system Tn,δr as defined in equation 2 fulfills
the properties of ergodicity, exponential divergence and mixing provided that at
least 4m iterations are performed and lists δr used in every step r are chosen
independently and at random.

Based on this theorem it is well justified to claim that the permutation op-
erator developed in this contribution is indeed an excellent key-dependent per-
mutation operator for cryptographic applications.
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